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SO WHAT’S THE PROBLEM
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M2M World of Connected Services
The Internet of Things
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IoT SDOs and alliances landscape

(after comments of Service & App
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Let's talk wireless
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Wireless Tradeoffs
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RANGE CAPABILITY
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WiFi

« Ubiquitous
* High Speed - Mbps
 Medium Range — 100M
* Requires a lot of power
* Applications
* Streaming (audio, video), hi-fidelity data
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Bluetooth

* Also ubiquitous

* High speed — Mbps

« Short rages — 10s M

« Still relatively high power
 BTLE

* Lower power
» Shorter Range

« Applications
 near high speed communications
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802.15.4 / Zigbee

* Lots of different implementations and versions
* Medium Speed — 100s Kbps

* Medium Distance — 100 M

* Mesh Networks — Multi-hop

 Applications
« Home control, Building Control

« 802.15.4g — WISUN
» Greater distance and larger packets
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What are LPWANs

* Low Power Wide Area Networks
 Battery Operated

* Long Range

* Low Cost
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Sigfox

Narrow Band

100 bps
140 msg/day uplink ~ 4 msg/day downlink

Generally uplink / limited downlink

Low Power
Multiple Chip sources

One single operator world wide
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LTE-M and NBloT

CAT-1
1Mbps to 10Mbps
>$10
CAT-M1 (2017)
100Kbps to 1Mbps
>$5
CAT-M2 (NB-10T) (2018)
<100Kbps
<$5
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LoRaWAN

 LPWAN based on LoRa Radio

* Unlicensed band

* Open standards based (uses IP/TCP)
* Openly available specification

* Open Business model

* Low capex and opex
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Challenges

Technical

Definition of Things
Complexity
Communication Paradigms
Data Schema

The Software Platform
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Business Societal
Silos vs. Horizontal Privacy
The Revenue Challenge Data Ownership
Per device Security
Connectivity Easiness of Use
Data Social Cooperation

The Value Chain
New Biz Models



“You spelled ‘confidential’ wrong.’




Security vs. Privacy

« Security is a technology

« Protocols, Encryption, Passwords, Biometrics
* Privacy Is a policy

. Life of the data

« Who owns and who can use data

« Use Security technologies to enforce Privacy Policies
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Use Open Standards
IP 1s your friend
Walled Gardens Fall
Cloudification doesn’t solve all problems
Do not ignore Privacy
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Thank You

Geoff Mulligan

geoffemulligan.com
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